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BSI Articles

Name Content Areas

Coding Rules Overview knowledge/rules

Further Information on Attack Patterns knowledge/attack

Attack Pattern Glossary knowledge/attack

A2W-Macro

access()

acct()
AddAccess-ACE

AfxLoadLibrary

AfxParseURL

au_to_path()

basename()

bcopy()

bind()

BytesToUnicode

CanShareFolderW
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Catgets

Catopen
CHMOD

CHOWN

CHROOQOT-01

CHROQOT-02

CHROOT-03
CHString(Format)

CIN

Copylist()

CREAT

CreateFile-01
CreateFile-02

CreateProcess-01

CreateProcess-02

CreateProcess-03

CreateProcess-04
CreateThread

CreateUr|CacheEntry

CRYPT-01

CRYPT-02

CString(Format)

CUSERID

Database Functions

DIRNAME

Dlopen()
EnterCritical Section

Exec-SearchPath-01

Exec-SearchPath-02

Executable-lcon-L ocation

Exec

File Streams

FindExecutablelmage

FormatM essage

FREOPEN

Ftw and Nftw
GetAttr
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GETC

GetEnv

GetExtensionVersion

GetFileNameFromBrowse

GetFullPathName

GETHOST

GETLOGIN
GetLongPathName

GETOPT

GETPASS

GETS

GetTempFileName
GETTEMPPATH

GETTEXT

GETWD

InitializeCritical Section

Kerberos

Kerberos

Kvm_open

Link

LoadLibrary

LoadModule

MALLOC-OVERFLOW

Mbstowcs

MEMCOPY

MEMSET
MetaRule

MetaRule

MetaRule

MetaRule

MetaRule
MetaRule

MKDIR

MKFIFO

MKNOD

Mkstemp
MKTEMP
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Mount()

MoveFile
Nlist

OemToChar

OPEN

OPENDIR

PathAddBacks ash
PathA ddExtension

PathAppend

PathBuildRoot

PathCanonicalize

PathCleanupSpec
PathCombine

PathCommonPrefix

PATHCONF

PathFindOnPath

PathGetShortPath
PathMakeUniqueName

PathQuoteSpaces

PathRelativePathTo

PathRenameExtension

PathResolve

QuerySecurityContextToken

Readlink

Readlink

READ-OVERFLOW
REALLOC

REALPATH

RecvMsg

REMOVE

RENAME
RMDIR

SCANDIR

SCANF

Select

SetEntriesInAcl
SetSecurityDescriptorDacl
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SetThreadToken

SHCreateDirectory
SHCreateProcessAsUserW

Shell Execute

SHFileOperation

SHGetFilelnfo

SHGetFolderPath
-SHGetNewLinkInfo

SHGetPathFromIDL.ist

SHI L CreateFromPath

SHIsFileAvailableOffline

SHPathPrepareForWrite
SHRegGetPath

SHValidateUNC

SIGNAL-01

SIGNAL-02

SNPRINTF
Socket

SPRINTF

STAT

Statvfs()

STLSTRING

STRCAT

StrCatBuff

StrCatChainW

STRCMP
STRCPY

STRECPY

StrFormat_

StringCch_W

STRLEN
STRNCAT

STRNCPY

STRTRNS

Strxfrm, Wesxfrm

Symlink
SYSLOG-1
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SYSLOG-2

T_Open

TMPNAM-TMPFILE

Truncate

TTYNAME

Umask

UnicodeToBytes

Unlink

Utime

Utmpname

VFORK

WideCharToMultiByte

WinExec

Wsprintf

Attack Pattern Usage knowledge/attack
Attack Pattern Generation knowledge/attack
Attack Pattern References knowledge/attack
Introduction to Attack Patterns knowledge/attack
Complete Mediation knowledge/principles
Defensein Depth knowledge/principles
Design Principles knowledge/principles
Economy of Mechanism knowledge/principles
Failing Securely knowledge/principles
Least Common Mechanism knowledge/principles
Least Privilege knowledge/principles
Never Assuming That Y our Secrets Are Safe knowledge/principles
Promoting Privacy knowledge/principles
Psychological Acceptability knowledge/principles
Reluctance to Trust knowledge/principles
Securing the Weakest Link knowledge/principles
Separation of Privilege knowledge/principles

Barnum, Sean
ID: 35-BSl | Version: 8 | Date: 5/3/10 3:47:54 PM



